Configure Tomcat to Use SSL

This page is as quick notes and needs to be rewritten as an article.

Put the .bin file in the webapps directory of Tomcat. This avoids the need to provide an absolute path. For examples with our example version of
Tomcat we would be using,

.....................................................................................................................................................................................

Here we would be making some changes to the server.xml file inside tomcat to tell it to use the keystore which was created in the earlier step for
configuring SSL. Open the file server.xml which can be found as:

<CATALINA_HOME>/conf/server.xml

Now you have to modify it. Find the Connector element which has port="8443 and uncomment it if already not done. Add the following lines to the
Connector directive,

keystoreFi |l e="./webapps/ mywebservi ces. bi n"
keyst or ePass="Passwor d123"

.....................................................................................................................................................................................

<Connect or port="8443

maxThr eads="150 mi nSpar eThr eads="25 naxSpar eThr eads="75
enabl eLookups="true" di sabl eUpl oadTi neout ="t rue"

accept Count =" 100 debug="0 schene="https" secure="true"
client Aut h="fal se" ssl Protocol =" TLS"

keystoreFi |l e="./webapps/ mywebservi ces. bi n"

keyst or ePass="Passwor d123" />

You can start Tomcat and check the SSL works by using a browser and going to the url, https:/A[Server-1P\]:8443/

Tomcat still runs in normal mode too, i.e on port 8080 with http. Depending on your configuration this may not be desireable for your application.
If so, you will want to continue to the next step to configure your web application to only work on 8443.

Configuring Web Application to Only Accept SSL Connections

Take an application which has already been deployed successfully in Tomcat and first access it through http and https to see if it works fine. If
yes, then open the web.xml of that application and just add the following XML fragment before web-app ends i.e </web-app>

<security-constraint>

<web-r esour ce-col | ecti on>

<web- r esour ce- hame>secur edapp</ web- r esour ce- nanme>
<url-pattern>/*</url-pattern>

</ web-resource-col | ecti on>

<user - dat a- constrai nt >

<transport - guar ant ee>CONFI DENTI AL</t ransport - guar ant ee>
</ user-dat a- constrai nt >

</ security-constraint>



Explanation of the fragment is beyond the scope of this tutorial but all you should notice is that the /* indicates that now, any resource in your
application can be accessed only with https be it Servlets or JSP’s. The term CONFIDENTIAL is the term which tells the server to make the
application work on SSL. If you want to turn the SSL mode for this application off then just turn don’t delete the fragment. Just put the value as NO
NE instead of CONFIDENTIAL.

Resources

http://techtracer.com/2007/09/12/setting-up-ssl-on-tomcat-in-3-easy-steps/ - also provides steps
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