Tools to Generate SSH Keys

This Page is a work in progress

Bitvise SSH Client

BitVise SSH Client Tunnelier is the recommended client for key generation on Windows.

Generating your private key:

Open BitVise SSH Client Tunnelier.

Click in “Client Key Manager”
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Bitvise 55H Client 7.35, a fully featured SSH dient for Windows.
Copyright {C) 2000-2017 by Bitvise Limited.

Visit www.bitvise.com for latest mformation about our S5H software.
Run 'BvSsh -help' to learn about supported command-ine parameters,
Cryptographic provider: Windows CNG (x88) with additions

Loading last used profile 'C:\Users\gmagella\Doouments\test. tip’.
Last used profile loaded successfully,
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https://www.bitvise.com/getting-started-public-key-bitvise

Click on GENERATE NEW:

'.':'.. se Client Key Management | Cryptographic provider Window

Client Key Manager
You have the following S5H user authentication keys:

Location Algorithm Sige  Pass... MD5 Fingerprint Bubble Babble SHA-256 Fingerprint Comment

Generate New Madify Remove

Import Export Change Passphrass Mare *

Select RSA, Size: 4096 and (Optionally) enter a good passphrase.

Note: this passphrase will give anyone access to our private key, it's recommended that you keep it safe in some sort of encrypted vault like
Keepass.
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After you generate it, you should export the public key and private keys
Export the private key in the proper format:

Click in Export, Select “Export private key” and “PuTTY format”



Export Public or Private Key %
@ Bitvise Client Key Management | Cryptographic provider: Windows CNG (x26) with additios O Export puble ke y I
Export the public key for mmport on an S5 server.
Client Key Manager Standard 55H2 format
You hawe the folowing 55H user authentication keys: OpenSSH foamat
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NOTE: Do not share this file with anyone. This is your identity

Enter the passphrase for the key and make sure “Use Existing Passphrase” is selected so the key will be passphrase protected.
Point to a directory and save the file.

Next, lets import it to use in PUTTYNG for use with mRemoteNG.

Click on Tools, Options.

n mRemoteMG - confCons.xml
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Click in Advanced...
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Scroll down, expand Connection -> SSH - > Auth and click in “Browse” to locate your private key.



¢ mRemoteNG Options
,Qﬁf Startup/Exit E| Write log file (mRemoteNG.log)
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Scroll back up and click on Session.... Select Default Session and click SAVE.
Optionally you can set up another Session Name, so you wouldn’t change your default session settings.

Optionally you can also load a session and save it with another name so you can change only a few configuration. E.g: change the background
of SSH for production servers for improved awareness.

Optional Step: set logging for audit purposes:

Go to Session...Logging

On the first section select “Printable output”

On Log file name type: <ROOT_FOLDER>\SSH\LOGS\putty &Y&M&D&T_&H.log
Note: please replace <root_folder> by a location/folder on your computer, ex: “e:\\SSH”
Check “Always append to the end of it” for existing log files.

Check “flush log file frequently”.

Click back in “Session”, select “Default Settings” and click in SAVE.

Properly exporting the Public Key

Your public key is the key you want to share with the server owner, so SSH will be able to authenticate you.
In Bitvise you can export two types of public keys,

1. Standard SSH2 format - This is for the Bitvise client
2. OpenSSH format - This is for adding to servers for access

This export option can be found by opening Bitvise selecting the User keypair manager.



" Bitvise SSH Client 4.62 = |- B S

Login | Options | Terminal | Remote Desktop | SFTP | Services | €25 | 52c | 5SH | About |
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,:lrjng:n-q:az.uaz Bitvise 55H Client, a fully featured S5H2 dient.
Copyright (C) 2000-2013 by Bitvise Limited.
Portions Copyright (C) 1995-2003 by Wei Dai.
jrjng:nq:sz.naz Visit www . bitvise,com for latest information about our 55H2 products,
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Select the Key you want to export and click Export...



Bitvise Global Keypair Management
Keypair Manager

You have the following 55H user authentication keypairs:
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Select OpenSSH format and click Export

Export Public or Private Key E

(@) Export public key
Export the public key for import on an 55H server,

(") Standard SSH2 format
@upesswan@

() Export private key
Export the private key for backup or for use on
another machine or a different S5H dient.

(@) Bitvise format
Open55H format
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Name the file and save it.
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Send the file or the contents to the Server Administrator to add your key onto ~/.ssh/authorized_keys

Puttygen

It is not recommended to use Puttygen to generate keys. The software has not been updated in a very long time. Instead, for Windows,
look at BitVise SSH Client Tunnelier or a current Unix/Linux system.

Run the puttygen.exe if you do not have it you can download it here.

E PuTTY Key Generator
File Key Conversions Help

Key
Mo key.

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key
Parameters

Type of key to generate:

Number of bits in a generated key:

(@) 58H-1 (RSA) @ S5H-2 RSA

[ s

Save public key Save private key

{©) SSH-2 DSA
2043

Click Generate and follow the instructions of moving your mouse in the space till the bar is filled.

Here you can change the key type and length for this example we will use default. For more information on industry standards refer to this page.


http://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
http://www.bonsaiframework.com/wiki/display/bonsai/1.2+SSH+RSA+Key+Based+Authentication
https://www.bitvise.com/ssh-client-download
http://www.bonsaiframework.com/wiki/display/bonsai/1.2+SSH+RSA+Key+Based+Authentication

E PuTTY Key Generator
File
Key

Please generate some randomness by moving the mouse overthe blank area.

Key Conversions Help

Actions

Generate a public/private key pair Generate
Load an existing private key file

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
S5H-1(RSA) @ 55H-2 RSA

Mumber of bits in a generated key:

Once finished your public key will be displayed as well as some options to set a passphrase and save your keys. The box at the top is your public
key that you would copy into your authorized_keys file in the ssh directory. You can also save the public key and send it to others to grant you
access to servers.

E PuTTY Key Generator
File

PR ==

Key Conversions Help

Public key for pasting into OpenSSH authorized_keys file

sshisa -
AAAABINzaC Tyc 2EAAAABIQAAAQEAkgaHZ LMK 1MyREXNuzuDgDB1/4JPFRAAT26 [
/ANXT4/cKdHVwFtgwl EhYwCjo4Gie RwinsjOlny 3XnhoeSCa Bbz BXF Ly 1YsUrRAJOK. | =
LUXwQKSX4Gh4ThQQg3V45IMAgb ZQ5/q T/ 8kmg DVdbhulL/eV40Z0VgOxMNEX 3V

ZofKino FFFK4Gsap T5580W4ig250Z0 TalrsPyh/nBSZ560qBxjdCD71YVOOOMIr2FORI ~|

Corfirm passphrase:

Key fingerprint: sshsa 2048 e8:94:e5:e5:7a:22: 204 1:2b:50:65:c1.76:88:7d:14
Key comment: bobsrkey-20170324
Key passphrase sessanens

Actions

Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(©) 55H-1 (RSA) @ S5H-2 RSA

Mumber of bits in a generated key:

Load

Save public key ] [ Save private key ]

(©) S§H-2 DSA
2048

Note when you save the private key its in format ".ppk"(Putty Private Key) this will only work in the putty client. If you need a private key without

the putty format you can find it under Conversions.

5’ PuTTY Key Generator

File Key | Conversions | Help
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Key Import key

Public ke = T ysfile

sshrsa port Open 4 -
AAAABZ Export ssh.com key 1MvREXNuzuDgDB1j4JPIRAAT26
FANXT4, 13¥nhx5CaBbzBX L Ty 1YsUrKAJOK |i‘

LLDGwQKSX4Gh4ThQQg3V4SIMAGhZQ5/g T/ Bkmg DVdbhul /e V4020 Vg O MNSX W
ZofKfnoFFFK4Gsap TH58bW4ig250Z0 TalsPyh/nBSZ560qBgdCD71YVOOOMI2ZFORI ~

Corfirm passphrase: e .

Actions

Generate a public/private key pair

The location to load your key in the putty client is in Auth on the left side scroll down and select Auth then browse for you key.

Key fingerprint: sshsa 2048 e8:94:e5:e5:7a:2e:2011:2b:9b:65:c 1:76:88:7d:14
Key comment: bobsrkey-20170324
Key passphrasa: " -

Load an existing private key file Load

Save the generated key Save public key ] [ Save private key
Parameters

Type of key to generate:

(7 SSH-1 (RSA) @ S5H-2 RSA ) 55H-2 DSA

Number of bits in a generated key: 2048



g PuTTY Configuration
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Behaviour
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. Selection [T Attempt TIS or CryptoCard auth (SSH-1)
- Colours Attempt "keyboardinteractive™ auth (S5H-2)
= Connastion Authentication parameters
[ Allow agent forwarding
E Allow attempted changes of usemame in 55H-2
I [ Browse... ]
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