Creating a SAN CSR

This is a work in progress

To create a SAN(Subject Alternative Name) CSR(Certificate Request) you need a private key created through openssl(for details read 4.4 Apache
and SSL Certificates) and a config file.

Once you have the private key created a config file needs to be created to make the CSR using your favorite editor create san_server.conf. Edit
the alt_names as needed

.....................................................................................................................................................................................

[ req ]
default _bits = 2048
default _keyfile = exanpl e. key #nane of the keyfile

di stingui shed_nane req_di sti ngui shed_nane
req_ext ensi ons = req_ext

[ reg_distingui shed_nane ]

count r yNane = Country Nane (2 letter code)

count ryNane_def aul t = CA

stat eOr Provi nceNane = State or Province Nane (full name)

stat eO Provi nceNarme_default = Al berta

| ocal i t yNane = Locality Name (eg, city)

| ocal i t yName_def aul t = Toronto

organi zat i onNane = Organi zati on Nane (eg, conpany)

organi zati onNane_def aul t = Exanpl e

comonNanme = Conmon Nanme (e.g. server FQN or YOUR nane)
commonNanme_nmax = 64

[ req_ext ]
subj ect Al t Name = @l t_nanes

[alt_nanes]

DNS. I = exanpl e. com
DNS. 2 = example.org
DNS. 3 = exanpl e. net


http://www.bonsaiframework.com/wiki/display/bonsai/4.4+Apache+and+SSL+Certificates
http://www.bonsaiframework.com/wiki/display/bonsai/4.4+Apache+and+SSL+Certificates

openssl req -new -out san_server.csr -key san_server.key -config
san_server. conf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [CA]:

State or Province Name (full nane) [Al berta]:

Locality Name (eg, city) [Toronto]:

Organi zati on Name (eg, conpany) [Exanple]:

Common Nane (e.g. server FQDN or YOUR nane) []:ww. exanpl e.com
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